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What will you Learn from this Talk?

m Classical Random-Oracle Model

m Quantum Access
m Three Tools

m Extensions and Applications



Random Oracle (RO)

* AROis a random function f:{0,1}"* — {0,1}"

* How many such functions are there? https://app.wooclap.com/QROM E

a) n! n columns

b) 2" I A \

c) (2! 011 . 0

d 22" ilo|2| . |

e) 2m2" 00 1 o 1 Lon o
* Truth table: 0O 1 1 1
* Just specifying f requires _

exponentially many bits!



https://app.wooclap.com/QROM

Hash Functions

* A cryptographic hash function H: {0,1}* — {0,1}"
» Takes arbitrary-length input strings, outputs n bits.

Example SHA-3: n = 256 bits
H("The quick brown fox jumps over the lazy dog")=
0xf4202e3c5852f9182a0430fd8144f0a74b95e7417ecael7db0f8cfeedOe3ebbe

H("The quick brown fox jumps over the lazy dof")=

0x853f4538be0db9621a6cea659a06c1107b1f83f02b13d18297bd39d7411cf10c

* An ideal hash function should behave as random oracle



https://en.wikipedia.org/wiki/SHA-3

Hash Functions As Random Oracles

 An ideal hash function should behave as random oracle

e Example: Collision-resistance
Theorem: In a random function f, it is difficult to find two colliding
inputs. Formally, for any adversary A making g queries to f, we have

2
Prx #y and f(x) = f(y) | XJ"—Af]SO(Z_n)

* Proof: Let {xl, X9y eer) xq} be the list of A’s distinct queries to f. For a
random f, the outputs f (x;) are independent n-bit strings. The

ope . . 1
probability that two of them collide is vt and there are (‘2’) = 0(q%)

pairs.

L
L — A\




Digital Signatures

Alice A«M ~— Q

publlc key
- secret key

* Only secret-key holder can sign, but everyone

can verify signatures using the public-key.




Digital Signatures
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public key
secret key

* Only secret-key holder can sign, but everyone
can verify signatures using the public-key.

* Very widely used:

* Problems: expensive,

insecure against quantum attacks

Bob

« EMV: RSA smart cards (>1B)

Deployment: public-key/hybrid

+ PCs/mobile phones/tables (> 3B): automatic updates

« upgrading to ECC: 2015-2030

+ Electronic ID cards and E-passports (~100M) el 3 é

Browser

+ TLS/SSL web servers (~10M)
http:/f https://
+ DNSSEC - T"—‘
. Skype (~500M) e Qﬁi
+ Bitcoin (~1M) KX HTTP over SSL

* The Internet of Things in 2020 (~ 20-50B)

\




Hash & Sign

IZI

Alce é%* \ 1 4

public key _ Eve
secret key

* Hash message to be signed, then digitally sign the hash

Jk\

* Theorem: If H is a random oracle, then hash & sign is secure.

* Proof sketch: Let {xl, Xy e, xq} be the list of Eve’s queries to H.

Either she finds a collision in H, or the security of sign applies.




Random-Oracle Model (ROM)

* Heuristic to model hash functions in cryptographic proofs

protocol

Informal description:

protocol Every call to H is replaced
with a query to RO.

Adversarial queries are
observed.

Formal random-oracle model:


https://cseweb.ucsd.edu/~mihir/papers/ro.pdf
https://www.slideshare.net/sdziembowski/lecture-2-message-authentication

Hash & Sign in the Random Oracle Model

IZI

Alce é%* \ 1 4

public key _ Eve
secret key

* Hash message to be signed, then digitally sign the hash

Jk\

* Theorem: If H is a random oracle, then hash & sign is secure

* Proof sketch: Let {xl, Xy e, xq} be the list of Eve’s queries to H.

Either she finds a collision in H, or the security of sign applies.




Building Hash Functions

* Secure building block f: {0,1}*" - {0,1}"

 Construct a hash function H: {0,1}* - {0,1}" from it

®- ~

[Merkle Damgard 79]


https://commons.wikimedia.org/wiki/File:Merkle-Damgard_hash.svg

Message Message Messagel Length
block 1| block 2 block n| padding

Security Notions

R .
QLT

* Collision resistance: If f is collision resistant, then so is H, obtained by the Merkle-

Damgard construction.
[5-line proof, exercise for crypto students ]

* Indistinguishability: If f is a random oracle, then H’s input-output behavior is

random, no efficient adv can distinguish interaction with H from interaction with RO.

[follows from reasoning above ]

| [ | Length
block 1| block 2] block n| paddin

Qbbb

Real: Ideal:



https://eprint.iacr.org/2005/270.pdf

Message Message Messagel Length
block 1| block 2 block n| padding

Indifferentiability

T
O elizbEsnaTs i H

* Indifferentiability: If f is a random oracle, then there exists Sim such that no
efficient adv can distinguish between interacting with (f, H) and (Sim®°, RO)

Real:



https://eprint.iacr.org/2003/161.pdf
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=4b5225d1313170fac59b02cd6231941655f784f5

= Criticism of the Random-Oracle Model (ROM)

) ‘1‘:&

-{0,1}* —{0,1}"

protocol

There exists a digital signature scheme that is " a

e secure in the ROM, but

* not secure if RO is instantiated with any real hash function.

I”

* Very “artificia

example, no “realistic” examples known l‘

e Common view: ROM proof is better than no proof

, 1 =’fﬁode -\and-whv/ ] /



https://eprint.iacr.org/1998/011
https://www.slideshare.net/sdziembowski/lecture-2-message-authentication
https://blog.cryptographyengineering.com/2011/11/02/what-is-random-oracle-model-and-why/

Classical Random-Oracle Model in Practice

Digital Signatures: Fiat-Shamir Heuristic used by ,"0 3FALCON
CRYSTALS-Dilithium, Hash-and-sign in FALCON ’""’" Compace Signatures over NTRU

Public-Key Encryption: KEMs are often built using the

Fujisaki-Okamoto transform ’ "
like in CRYSTALS-Kyber X XX 3

Indifferentiability proofs

* Etc.

https://app.wooclap.com/QROM
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Example: Fiat-Shamir Transform

R A AL
0000

:SChﬂOI’F m the tatUce wortd [LyuO@ LyulZ]
. As—u(modq) and||s||<ﬁ :

i A«

I oz cCheckAz=w+cu




Example Fiat- Shamlr Transform

F|at Shamw transformabom

| | | | | | | : i As u (mod q) and S E Sﬁ \

N & 48
. \/\/e obtam a non /nteractlve proof as ;l‘“’" )
..... fOuOWS :

y<—S;" |
: w=Ay:

:C(—Sg .

' : : . . . . “z=y+cs _ _ . _
y(_Sm Flall > - a6, reec — _— : . Checkdz=w+ou
w = Ay | | | | | | ' ' Check |zl < a - dBs
= H{(AW, w) .
z=y+cs
If |lz|| > a— dﬁé..restart
Outputn—(w z)

.@91:&&:@!\:&«@

To vern‘yn—(w z) check: ' ' ' ' : : ' :
1. ||z||<a' dﬂ(S andAz—w+cuwherec—H((A u) w)



Example: Fiat-Shamir Transform

Zero-knowledge in ROM _H%®

. él\lo .efﬁicient .édvers.éry. .cané .distin.guish. .bétwe.ed .valid.proofs. }zm.d. si.rﬁu.lated. pro.of$ RSN RUOR OO

| HatShaertranstormaﬂom

1 z<—[a' dﬁ6a+dﬁ’6] -LetEH:{O,l}*:aSS béahash ffunction,; I“ojectmn amptmgf :
2 C(—5‘6 o s u(maaq)amdﬁgﬁ
sw=Az-a g e AL
4 Progam H((Aw)w):=c o TR T
5. Outputn—-(c z) | | | | ; ; ; 5 ! R = —  q

Check Az =w + cu

y<—.5’£1 : : : : P12l =« — s -EJ.m
L HA W)
z=y+cs
If ||z]] > a — dpé, restart
Outputn: (c z)

Check ||z]| < a — dfé

imwrnwi!\:r«

B Proof sizel 1+ m ring elements ~ |
To ver\f_\/ = (c, %), check : : .

Slmple entropy argument to show that we Wlll L el S a8 i = H((Aw), Az — ) _ _ _ : :
Tever Vel e random oraCle « T —




What will you Learn from this Talk?

‘/Classical Random-Oracle Model

‘ m Quantum Access

m Three Tools

= Extensions and Applications



Quantum-Random-Oracle Model (QROM)

e Post-quantum cryptography or quantum-safe cryptography
studies quantum attackers on classical crypto.

» Attacker can look up description of hash function on
Wikipedia, then run it in superposition on her quantum

computer

* We need to allow attacker quantum (superposition) access >
to the random oracle H:{0,1}" > {0,1}

NN

/



https://arxiv.org/abs/1008.0931

Quantum Superposition Access

* Quantum attacker may query RO in superposition:
e Standard oracle (StO): |x)x|y)y = |x)x|ly @ f(x))y

|x) — — |x)

ly) — — |y © f(x))

3R

* Example: superposition over all inputs

e With a single quantum query, Eve can access all function values in superposition.




Trouble in the QROM

* Many classical ROM proofs break down in the QROM

Efficient simulation: how to emulate a RO towards an adversary

Adaptive programmability: depending on the adversary’s queries, @
plant a challenge in the answer

Extractability: Simulator learns pre-images of adversary’s queries

* Rewinding: replaying some hash values but changing some outputs

protocol



https://arxiv.org/abs/1008.0931

Example: Fiat-Shamir Transform

Zero-knowledge in ROM _H%®
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Check Az =w + cu
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What will you Learn from this Talk?

‘/Classical Random-Oracle Model

‘/Quantum Access

‘ m Three Tools ‘

= Extensions and Applications



Tool 1: g-wise independent functions

* Afunction family F c {f: {0,1}" — {0,1}"}is called t-wise independent if
for t distinct inputs {x{, x5, ..., x¢} , the values (f(xl),f(xz), ...,f(xt)) for
f < F are independent and uniform.

* Example Construction: The family
Fz={f(x) =ag+ax+ -+ a,x"%+a,_;x*"1} where
a= (ag, ay,..,ar—1) € GF(2™) is t-wise independent.

* Theorem: Let F be a 2g-wise independent function family. For any g-query

- . H1 — f
quantum algorithm A: H(lig()[l « A"] f(P_I;:[l « A ]

=4



@ Tool 1: Simulating RO to a quantum adversary

* Theorem: Let F be a 2g-wise independent function family. For any g-query

: : H] — f
quantum algorithm A: H(ljgo[l « A™7] f(P_I‘T[l « A ]

Proof (extension of the polynomial method):

* [Zhandry 19] The quantity fPr?[l «— Af] is a linear combination of the

quantities {f(P_l;t[f(xi) =y; Vi €{1,2, ...,Zq}]}

XiYi

* These quantities are identical for f fully random and f « F.



https://arxiv.org/abs/1907.09415
https://eprint.iacr.org/2012/076

@ Tool 1: Simulating RO to a quantum adversary

[Zhandry 19] The quantity fPl;:[l — Af] is a linear combination of the quantities

'Bxllﬁxzyz = f(P_I;F[f(xl) | 'f(xZ) = yZ]

0) — —[x) — 0 [ X) — A= 0/1
0)— 4o —I— 7 =IO — A |—
0) Z) z)

YUy | XM YN2Z) = Xty 1)y © f())2) = Xaxy, 2y Prif(x) = y'1x)y @ y')lz)
= Xlxyz 2y By 1y @ ¥')2) = Xtayrz Ly Bry' @y |01y ") |2)



https://arxiv.org/abs/1907.09415
https://eprint.iacr.org/2012/076

@ Tool 1: Simulating RO to a quantum adversary

* Theorem: Let F be a 2g-wise independent function family. For any g-query

: : H] — f
quantum algorithm A: H(ljgo[l « A™7] f(P_I‘T[l « A ]

Proof (extension of the polynomial method):

* [Zhandry 19] The quantity fPr?[l «— Af] is a linear combination of the

quantities {f(P_l;t[f(xi) =y; Vi €{1,2, ...,Zq}]}

XiYi

* These quantities are identical for f fully random and f « F.



https://arxiv.org/abs/1907.09415
https://eprint.iacr.org/2012/076

Tool 2: One-way to Hiding Lemma (O2H)

* |llustrating example: Security of Enc(m): = (f(r), m &P H(r))
* Security game: IND-CPA security: Pr[win G1] = 1/2 where

Game 1: Game 2:
1. H< RO, b« {01} r<{01}" 1. H< RO, be{01}, r «{0,1}", v « {0,1}"

mo, My (_AH mgp, Mmq (—AH

2 2
3 b« AR(f(r),m, ®H{)) 3. b« AN(f(r),m, ® y)
4 win = [b’' = b] 4. win = [b" = D]

* Note: Pr[win G2] = 1/2 because y acts as one-time pad to hide m,,

* In classical ROM, we can argue that
|Pr[win G1] — Pr[win G2]| < Pr|H(r) is queried in G2] = 0 ]

/



https://www.youtube.com/watch?v=YAIFGB4ryGE

Tool 2: One-way to Hiding Lemma (O2H)

To show: Pr[win G1] =~ 1/2 Note: Prlwin G2] = 1/2

Game 3:

1. H<« RO, b«{01}, r < {01},
y < {0,1}™,

2. mymy « A"

3. b < AN(f(r),mp, DY)

Game 1: Game 2:
1. H< RO, b« {01}, r< {01}" 1. H < RO, b« {01},
Mo, My < AH r < {Otl}nt y < {0’1}7’1

2.

3 b« AH(f(r),mb D H(r)) . mg,my < A7

4. win = [b" = b] . b < AN(f(r),mp, © )
win = [b" = b]

* Theorem: [original O2H, Unruh 15]
Fix a g-query adversary A”. Let B run A" until the i-th query for random

[ < {1,2,...,q}, measure the query register. Then, for random x, y
|Pr[Af(x, H(x)) = 1] — Pr[Af(x,y) = 1]| < q/Pr[BH(x,y) = x]
|Pr[win G1] — Pr[win G2]| < q+/Pr[win G3] = 0



https://eprint.iacr.org/2013/606.pdf

What will you Learn from this Talk?

‘/Classical Random-Oracle Model

‘/Quantum Access

m Three Tools:

‘/t-wise independent functions

‘/One-way to Hiding (O2H)

‘ m Compressed oracles ‘

= Applications




@ Quantum: Warm-Up

CNOT gate

10) —H
0) ’L

L/

* What is the resulting quantum state?

https://app.wooclap.com/QROM

L — A\



https://app.wooclap.com/QROM

@ Quantum: Warm-Up

CNOT gate
0) — H Jﬁ [00) + [11)
10) N2 V2

* What is the resulting quantum state?

https://app.wooclap.com/QROM

/



https://app.wooclap.com/QROM

Quantum Circuit Identity

CNOT gate 00) -~ |00) ++) - |+ +)
/L 01) —» |01) + =) |—-)
10) » |11) —+) = |—4)

~ 11) » |10) — e [+ )

1 H |
ISR

https://app.wooclap.com/QROM

EE———



https://app.wooclap.com/QROM

Quantum Circuit Identity

CNOT gate 00) —» [00) ++) - |+ +)
/L 01) » |01) + =) |—-)
10) » [11) —+) = |—4)

~ 11) » |10) — e [+ )

S

T
S—1
T
I
|
V)

— H /L H - 1
D Z
https://app.wooclap.com/QROM

/



https://app.wooclap.com/QROM

Quantum Circuit Identity

CNOT gate

!

00) »
01) »
10) »
11) »

00)
01)
11)
10)

++) o
+ )
__|_)|_)
SR N




@ Quantum: Warm-Up Revisited

CNOT gate
|0 —H |00) + [11) |+) — H—P [++)+——) _ 100)+]11)
] I ~= ==

0) D V2 |+)




A Crucial Insight: Purification

* Introduce purifying register for function truth table

StO: Y)W f) = Zelxdy @ fFEO)f) 0
x) — L |x) |x) —  x=0 x=1  [— |x)
yy— 0r |— |y @ f(x)) |v) ? P y @ f(x)
f)—] _|f) 1 (0)) f(0))
|f (1))— . f(1))

* For a random oracle f, we have a superposition over all truth tables

/

* From Eve’s point of view, there is no difference!



https://eprint.iacr.org/2018/276

H

Standard Oracle

) x=0 x=1 | |x)

1¥) Hl H Hi——H y @D f(x))
|f(0))—{|H D+ H f(0))
|f (1))— H b H (1))

* By making a query, Eve entangles herself with the truth table in a very clean way,
when observed in the Fourier basis!

Fourier Oracle

Change of Viewpoint: Fourier Oracle

x =0
x) — x=0 x=1 — x)
) ' )
0) $ n)
0) < 0)



https://eprint.iacr.org/2018/276

Compressing the Database

Fourier Oracle

* Fourier Oracle (FO):

FO | B ~
0™ 07) 5 ) )| 07 - 07 g O gy 1T =0 X

) /L t
0) P

0)
* Multiple FO queries “populate” the database @

A
VV

* Compression: only keep track of the non-zero entries
FO
MM D) = [x)[m)D v (x,7))

* Allows efficient simulation of the random oracle to the adversary

/



https://eprint.iacr.org/2018/276

What will you Learn from this Talk?

‘/Classical Random-Oracle Model
‘/Quantum Access
‘/Three Tools:
‘/t-wise independent functions
‘/One—way to Hiding (O2H)

‘/Compressed oracles

m Extensions and Applications ‘




Query Lower Bounds

Intuition: The quantum queries are recorded in the database, an adversary can only
learn about the function what is recorded there

Theorem: For any quantum player making g queries, if the database D is measured

. - . . . . q?
after the g queries, the probability that it contains a pair (x, 0") is at most O (z_n) :
Idea: Track the norm of the state projected onto D containing a zero. It starts at O,

1
211/2'

and every query increases it by at most After g queries, its norm is at most

q

on/2’ D

Using newer tools from [Chung Fehr Huang Liao 21], such reasoning is almost

classical.



https://eprint.iacr.org/2020/1305
https://eprint.iacr.org/2018/276
https://eprint.iacr.org/2020/1305

Extensions and More Advanced Tools

* Tool 1: t-wise independent function families:
semi-constant distributions, small-range distributions, ...

* Tool 2: one-way to hiding
semi-classical O2H, many variants

* Measure and reprogram tools for Fiat-Shamir [PhD thesis by Jelle Don 24]

* Tool 3: compressed oracles
online extraction, (tight) adaptive reprogramming

compressed permutation oracles? Ideal-cipher model?

nis I-I':fm,q Unruh 18]


https://ir.cwi.nl/pub/33745/33745D.pdf
https://eprint.iacr.org/2018/904
https://eprint.iacr.org/2018/276
https://eprint.iacr.org/2020/1305

Numerous Applications

e Query lower bounds for searching and (multi-)collisions in random functions

Fujisaki-Okamoto transformation (to build public-key encryption)

Fiat-Shamir transform (for digital signatures)

Indifferentiability

* 4-round Luby-Rackoff/Feistel construction
* Succinct arguments

* Separations between ROM and QROM

* Adaptive reprogramming




Major Open Question: Compressed Permutation Oracles

Paper 2024/1140

Permutation Superposition Oracles for Quantum Query Lower
Bounds

Christian Majenz, Technical University of Denmark
Giulio Malavolta, Bocconi University, Max Planck Institute for Security and Privacy
Michael Walter, Ruhr University Bochum

Abstract

We propose a generalization of Zhandry's compressed oracle method to random permutations, where an
algorithm can query both the permutation and its inverse. We show how to use the resulting oracle simulation
to bound the success probability of an algorithm for any predicate on input-output pairs, a key feature of
Zhandry's technique that had hitherto resisted attempts at generalization to random permutations. One key
technical ingredient is to use strictly monotone factorizations to represent the permutation in the oracle's
database. As an application of our framework, we show that the one-round sponge construction is
unconditionally preimage resistant in the random permutation model. This proves a conjecture by Unruh.

Metadata

Available format(s)

Category

Foundations

Publication info

Preprint.
Keywords
Contact author(s)

chmaj @ dtu dk
giulio malavolta @ hotmail it
michael walter @ rub de

History
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https://arxiv.org/abs/1904.11477
https://eprint.iacr.org/2021/062
https://eprint.iacr.org/2023/770.pdf
https://eprint.iacr.org/2024/1140

Summary

m Classical Random-Oracle Model

m Quantum Access

= Three Tools: |x>|r’>|0n On>F

FO
= t-wise independence — [x}|m)[0™---0™" 1 0™ ---

= One-way to Hiding (O2H)

= Compressed oracles

= Extensions & Applications




Thank you for your attention!

Questions

QUANTUM
./ COMPUTER




More Resources

detailed links and references at bottom of slides

2024 QSI Spring school on PQC: https://pgc-spring-school.nl/

2022 IPAM summer school: https://www.ipam.ucla.edu/programs/summer-
schools/graduate-summer-school-on-post-quantum-and-qguantum-cryptography

Dominique Unruh on quantum tools

2021: Quantum Techniques for Provable Security: https://guiques.huelsing.net/
Kai-Min Chung on compressed oracles, Kathrin Hovelmanns on O2H lemmas, ...

2021: 11th BIU Winter School on "Cryptography in a Quantum World’:
https://www.youtube.com/playlist?list=PL8Vt-7cSFnw2JZsskO0bzeO7FswokQC7-

Mark Zhandry on compressed oracles

2020: Simons institute: https://www.youtube.com/watch?v=LOtxgBJ6Qak

Christian Majenz on attacking hash functions

/


https://pqc-spring-school.nl/
https://www.ipam.ucla.edu/programs/summer-schools/graduate-summer-school-on-post-quantum-and-quantum-cryptography
https://www.ipam.ucla.edu/programs/summer-schools/graduate-summer-school-on-post-quantum-and-quantum-cryptography
https://quiques.huelsing.net/
https://www.youtube.com/playlist?list=PL8Vt-7cSFnw2JZsskO0bzeO7FswokQC7-
https://www.youtube.com/watch?v=LOtxqBJ6Qqk
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